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Abstract—DNAs exist in nature and could provide solutions
to computing, storage, and communications as existing ones
approach their physical limits. Plenty of research work has been
conducted on DNA-based computing, data storage and molec-
ular communications (MCs), but largely in isolation. There is
a lack of a unified place where the triples are put together to
be discussed. This article aims to filling in this gap by pro-
viding an overview of each triplet. Starting from an overall
description of DNA features and their reading and writing in
practical terms, this article goes on to describe each of the three
from three aspects: 1) requirements and differences from current
electronic-dominating technologies; 2) their working principles;
and 3) practical considerations. Recent advancement in each area
is summarized and discussed. Furthermore, this article intends
to call for researches that go beyond the boundary of each and
encourages interconnection and joint research among the three.
It proposes a molecular information and communication tech-
nology (ICT) system architecture with all its three components
underpinned by DNAs. This article also identifies and discusses
some new future directions, such as joint coding for storage and
communications, directional DNA-based MCs, interfaces between
molecular DNA systems and electronic systems. It is hoped that
this article can spark more joint research across computing, stor-
age, and communications in this exciting field of DNA-based
molecular ICT systems.

Index Terms—DNA, DNA-based communications, DNA-based
storage, DNA computing, molecular communication (MC).

I. INTRODUCTION

URRENT information and communication technology
(ICT) systems face serious challenges. For instance, Intel
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processors have gone to the scale of several nanometres mak-
ing it almost impossible to be made denser and thus faster in
processing due to physical limitations. The data generated by
us are growing exponentially to a point where current stor-
age technologies cannot cope in a sustainable way. 5G mobile
systems are rolling out commercially and discussions on 6G
have also started. However, their performance gain is at a high
cost of energy consumption. A revolutionary thinking that goes
beyond the current electronic domain and provides a much
high information density and greener way for communica-
tions is imperative.While the Moore’s Law that dominates the
electronic domain is slowing down, our ability to manipulate
DNA’s has been growing in an unprecedented pace. The rapid
advancement of biotechnologies nowadays has enabled us to
manipulate DNA in a more cost-effective manner and at large
scale. And this has come to a point where massive produc-
tion of DNA products becomes commercially feasible. In the
meanwhile, DNAs, like other biological components, exist in
nature and are extremely energy efficient. DNAs also exhibit
other advantageous features, such as longevity and enormous
information density. These all make DNA an attractive medium
for computing, data storage and communications.

This has given rise to researches into DNA-based molecu-
lar ICT. Here, this collective term ICT specifically refers to
computing, storage, and communication these three most fun-
damental aspects of any ICT system. Current ICT systems are
predominantly based on electronics, which have been pushed
to their physical limits. This imperatively calls for alterna-
tive solutions to problems caused by ever increasing demands
for processing, data storage and communication bandwidth.
We believe going to the molecular level and in particular
DNA is inevitable, as also observed by Carmean et al. [1].
DNA-based molecular ICT started with computing, dating 25
years back to Adleman’s research on molecular computation
of solutions to combinatorial problems that was published
in the Science Journal [4]. Together with photonic comput-
ing and quantum computing, DNA computing is regarded as
one of the three most-promising future computing modalities.
DNA’s twin-strand structure has been found particularly suit-
able for image matching [2], at a speed hundreds of times
faster than nowadays’ approach. Recently, researchers have
developed techniques to enable DNA strand displacement reac-
tions (SDRs), which can be utilized to fulfil general purpose
computations, such as Boolean operations [5]. More complex
circuits (and thus operations) can be created by using vari-
ous enzymes for DNA processing, including cutting, joining,
replication, and editing [1].
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DNA-based data storage became materialized around the
same period of time as DNA computing, though the concept
of using DNA as storage could go back to around the mid-
1960s, as represented by N. Wiener’s suggestion of “genetic”
memory for computers. A representative work was Baum’s
research published in the Science Journal [9]. From then
on, DNA’s potential as an alternative for data storage has
been intensively researched into across the world. Significant
advancement has been achieved in recent years. In a recent
work, Carmean et al. [1] have implemented a real-life system
that can archive digital information in the form of DNAs and
then retrieve it from the DNAs. An image search example is
presented in this work illustrating the real usefulness of the
system. Meiser et al. [10] provided technical approaches of
reading and writing digital data in DNA with particular focus
on error correction.

Communications are needed between DNA-based storage
and processors and also from one storage to another. And
this has naturally given rise to DNA-based molecular com-
munications (DNA-MCs) in recent five years. DNA-based
communication is a type of bioinspired molecular communi-
cation (MC) method that uses DNA to encode, transmit and
receive information. For instance, Bilgin et al. [2] proposed
a novel DNA-based communication protocol in order to
achieve high capacity communication between nano-machines.
Shah et al. [11] have incorporated DNA-based data storage
into an MC system via encoding mechanisms. A thorough
review of the practicality of MC physical systems, with
DNA included, is presented in [12], indicating increased
degree of maturity of MC networks and indeed DNA-based
communication systems.

Plenty of research work has been conducted on DNA-based
computing, data storage and MCs, but largely in isolation.
As a matter of fact they are very much related. For instance,
coding is a common function for both storage and com-
munication aiming to reduce errors. A coding mechanism
that considers features from both storage and communication
will be naturally and inherently beneficial to a DNA-based
ICT system that includes both storage and communications.
More discussions on this will be presented later in this
article.

As is known to us all, the wireless sensor networks remain
significant part of the IoT. Raut and Sarwade [6] proposed
a nano-machines network which is based on MC, and that
special structure has the obvious advantages of ubiquitous,
energy saving, biocompatibility, and can operate in water
medium, which makes up for the shortcomings of the tra-
ditional IoT fields. Moreover, the idea of seamless connection
between DNA-based molecular nano networks and macro
networks is to make the Internet of bionano things possi-
ble. Biological nano materials are expected to be applied in
cutting-edge fields, especially in the medical domain. Murat’s
group designed a molecular antenna for biosensors based on
field effect transistors, which can transmit signals and con-
vert molecular information into electrical signals [7], and a
micro/nanoscale biocyber gateway is needed in this struc-
ture. The gateway can decode molecular information and
encode it into the concentration or the type information of
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molecules, and send the decoded information to the macro
network node through the wireless link. The relationship
between DNA-based ICT and IoT is clear and mutually rein-
forcing. During this process, DNA plays a key role because of
its excellent ability of information storage and concealment.
Bansal et al. [8] focused on the elliptic curve cryptography
(ECC) calculation and Rivest—Shamir—Adleman (RSA) calcu-
lation which operated in the DNA computing related fields,
and this investigation can sharply decrease the danger of leak-
ing the delicate information. There are many related studies
which reveal the strong correlation between DNA-based ICT
and IoT fields.

In summary, the aim of this article are twofold. First, it
serves to provide an overview of DNA-based molecular ICT
covering computing, storage, and communications all in one
place with cross references and discussions. Second, this arti-
cle intends to call for researches that go beyond the boundary
of each and encourages interconnection and joint research
among the three. For this purpose, it proposes a molecu-
lar ICT system architecture with all its three components
underpinned by DNAs. This article also identifies some new
future directions, such as joint coding for storage and commu-
nications, directional DNA-based communications, interfaces
between molecular DNA systems and electronic systems. It is
hoped that this article can spark more joint research across
computing, storage, and communications in this emerging,
exciting and promising field of DNA-based molecular ICT
systems.

The remainder of this article is organized as follows.
Section II gives a brief overview of DNA structure and
biological means of reading and writing them. DNA-based
computing, storage, and communications are discussed in
Sections III-V, respectively. Each of them is discussed from
three aspects: 1) requirements and differences from current
electronic-dominating technologies; 2) their working princi-
ples; and 3) practical considerations. Recent advancement
in each area is also summarized. Before conclusions in
Section VII, some future directions are identified and discussed
in Section VI.

II. DNA PRINCIPLES

Nowadays, permanent data storage is very desirable to
archive key records of our civilization and keep vital
information of our time. Although there are various data stor-
age technologies at present, the existing technologies may
become obsolete due to the limited hardware life and high
social storage cost for archiving data. Many scientists believe
that DNA is a very promising medium of data storage, for
its incredible longevity and extremely large information den-
sity. However, its research direction is not a thought in recent
years, which is already proposed in the latter half of last cen-
tury [3], while human exploration of it can be traced back to
the end of last century [3], [4]. In this section, DNA struc-
ture is first introduced, while its composition, structure and
characteristics elaborated. And DNA engineering from tra-
ditional to potential DNA reading and writing techniques is
expounded.
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Fig. 1. Three-dimensional and plane structures of completely com-

plementary DNA. (dAMP: DeoxyAdenosine MonoPhosphate, dCMP:
DeoxyCytidine MonoPhosphate, dGMP: DeoxyGuanosine MonoPhosphate,
dTMP: DeoxyThymidine MonoPhosphate).

A. DNA Structure

1) Composition of DNA: DNA, the full name of
DeoxyriboNucleic Acid, is the main genetic material of
organisms, whose basic molecular unit is deoxynucleotide.
Each deoxynucleotide consists of three relatively simple
compounds, namely phosphoric acid (P), deoxyribose and
nitrogenous base. In fact, each nucleotide contains one of the
following four bases: 1) adenine (A); 2) cytosine (C); 3) gua-
nine (G); or 4) thymine (T), thus forming four different types
of deoxynucleotides. Since a single DNA molecule is double
chain composed of four kinds of deoxynucleotides, it can be
simply represented by bases’ initial string, e.g., AGTCGA.

2) Structure of DNA: Generally speaking, DNA molecule
is a famous double helix spatial structure, as exemplified in
Fig. 1.

1) DNA is made up of two long reverse parallel deoxynu-

cleotides chains.

2) Deoxyribose and phosphoric acid in DNA molecules
are alternately connected and arranged on the outside
to form the basic skeleton. Specifically, the phosphoric
acid of a single nucleotide (located at the carbon atom of
deoxyribose 5°) and the hydroxyl of another nucleotide
(located at the carbon atom of deoxyribose 3’) form a
phosphate diester bond. Therefore, there will be a phos-
phoric acid or a hydroxyl group at both ends of the
nucleotide chain. The end that connects phosphoric acid
is named the five (“five prime”) end, while the end with
hydroxyl is named the three (“three prime”) end.

3) The bases on the chain are linked to their complement
by hydrogen bond, which conforms to the complemen-
tary pairing principle of bases: A and T, G and C.
Therefore, as a DNA molecule with double helix struc-
ture, its sequence is completely complementary to its
anticomplement.

However, sometimes the two sequences are not completely

matched, which is called partially complementary structure.
Since the structure determines the characteristics, whether

bases are completely matched or not will directly affect some
characteristics of DNA.

3) Characteristics of DNA: Diversity: The variety, quantity
and sequence of base pairs in long chains are all change-
able, which determines the diversity of DNA molecules. For
example, for a short DNA molecule with 4000 base pairs, the
possible sequencing methods can be up to 4400

Stability: First, the alternating arrangement of phosphoric
acid and deoxyribose sequence in DNA molecules is stable.
Second, the hydrogen bond of base pair in DNA molecule
keeps the double helix structure stable, which is because of
the ineluctable energy consumption of hydrogen bond break-
ing. In addition, between G and C there are three hydrogen
bonds while only two exist between A and T, which means that
the more content of G and C, the more stable the DNA struc-
ture. However, the thermodynamic stability of some partially
hyblridized1 structures is poor, which is difficult to exist at
higher solution temperature. That is to say, the higher melting
temperature” indicates that DNA molecules are more stable.
In addition, the melting temperature is not always related to
the amount of unpaired bases [9]. When the types of unpaired
bases change, the melting temperature may change even if
the amount of unpaired bases remains the same [13]. In prac-
tical engineering, the melting temperature can be accurately
calculated by nupack and other thermodynamic simulation
software.

Specificity: Every DNA molecule contains a specific base
sequence, and each specific DNA molecule stores specific
genetic information. This property makes the specificity of
each DNA molecule. The structure of DNA molecule makes
it unique and becomes the first condition in DNA-based
molecular computing, storage, and communication.

B. DNA Engineering for DNA Writing and Reading

Since the information of DNA is contained in different
arrangements, to master the writing and reading of DNA
is the basis of DNA-based data computing, storage, and
communication.

1) Writing—Synthesis of DNA: Gene synthesis is the tech-
nique of synthesizing double stranded DNA molecules in vitro,
which is one of the means of gene acquisition. Compared with
obtaining genes from organisms, gene synthesis does not need
template since it is not limited by gene source [45]. This tech-
nology has been widely utilized due to its short synthesis cycle
and no restriction of gene source.

At present, the most commonly adopted method is phospho-
ramite chemistry method, which is proposed by Caruthers [14].
It has the characteristics of high efficiency, high speed and rel-
atively stable initial reactants. Specifically, the method is to fix
the initial nucleotide by covalent binding with its 3’ hydroxyl
group on solid-phase carrier, such as controlled pore glass

1A biphasic process is defined as hybridization.

2The melting temperature is the melting point of DNA molecules.
Specifically, when the temperature rises to a certain value, the double strand
of DNA molecule sets out to rapidly disintegrate into random coil. Since the
temperature range of denaturation is very narrow, the temperature required
for the double stranded DNA molecule to untangle 50% is called the melting
point of the DNA, which is abbreviated to Ty;,.
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(CPG) to complete the synthesis reaction. And dimethoxytrityl
(DMT) is connected to the 5° of the nucleotide. The specific
steps are as follows.

1) Deblocking: DMT was removed from nucleotide linked
to CPG by trichloroacetic acid to obtain free 5’ hydroxy
group.

2) Activation: Obtain the activated intermediate at the 3’
end by mixing with activator and the 5’ hydroxy group
was still protected by DMT.

3) Coupling: Condensation reaction occurs between acti-
vated intermediate and free 5° hydroxy in solution.

4) Capping: Stop the continuous reaction of 5’ hydroxy
which was not involved in the condensation reaction.

5) Oxidation: Under the action of oxidant iodine, the unsta-
ble phosphite bond is transformed into more stable
triphosphate.

6) Loop: Repeat the above steps until the nucleotide chain
reaches the required length.

After synthesis and a series of treatment of cutting, depro-
tection, purification, quantification and storage, the stable
storage time can be more than one year.

The above traditional method of DNA synthesis is limited to
the direct production of oligonucleotide chains with about 200
bases. With the increase of the length, there will be inevitable
errors in the synthesis process. Moreover, this process adopts
toxic organic reagents, expensive and slow.

In recent years, a new technique for DNA synthesis has
been proposed, due to Palluk ef al. [15]. This method is totally
different from the above-mentioned traditional technique. It
depends on a DNA synthetase in cells from the immune
system, which is naturally capable of adding nucleotides to
DNA molecules in water. Owing to the stability of DNA in
water, it is undoubtedly a landmark breakthrough. Compared
with the former, the new technique is expected to improve the
accuracy, so that the length of the synthesized DNA chain is
able to be increased to ten times that of the traditional method,
which contains thousands of bases.

2) Reading—Sequencing of DNA: DNA sequencing is the
basis of further research and transformation of target genes
in molecular biology. Generally, the traditional sequencing
techniques are Sanger sequencing and chemical degradation
of Maxam and Gilbert. These two methods differ greatly in
principle, while they all initiate from a fixed nucleotide and
terminate randomly at a specific base. The progress ultimately
generates a series of nucleotides of different lengths, and then
carry out electrophoresis detection to obtain DNA sequence.

At present, the DNA sequencing platform based on image
processing and sequencing by synthesis is most commercial,
following [13]. The steps are as follows.

1) Base Pairing: One by one, the complementary bases
with fluorescent markers are connected to the single
strand DNA sequence connected to the substrate.

2) Image Generation: Capture the fluorescence image and
correlate the fluorescence points with the bases on the
DNA chain one by one.

3) Remove Markers: Adopt chemical methods remove
fluorescent markers and establish the next base for
identification.
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Besides, there are several technologies for DNA sequencing.
The silver sequencetm DNA sequencing system of Promega
company has faster speed, lower cost, and higher accuracy than
traditional method, since it does not need expensive reagents
and careful operation of isotopes in the radioactive method. It
is a nonradioactive sequence analysis system that detects strips
in gel by sensitive silver staining. The Tag DNA polymerase
utilized in this system has a greatly strong thermal stability at
95s, which has a good effect on the double stranded DNA tem-
plate. Besides, DNA sequencing via Illumina dye sequencing
is adopted for data storage in DNA following [15].

In recent years, nanopore sequencing, which has a consider-
able development prospect, utilizes electrophoretic technique
to drive individual molecules through nanopores one by one.
Owing to the tiny diameter of nanopore that only a single
nucleic acid polymer is allowed to pass through, a series of
methods may be adopted for high-throughput detection on this
basis. As a novel platform, nanopore detection technique has
the superiority of low cost, high throughput and non label-
ing. Specifically, for single-stranded DNA (ssDNA) molecules
with 1000 bases, nanopore sequencing is able to be adopted
for detection without amplification or labeling, which makes
it possible to sequence DNA inexpensively and rapidly. In
addition, the nanoscale pore size ensures a stable continuity
of detection, so that it has the high accuracy of sequencing.
At present, Oxford Nanopore technology has been commer-
cialized and nanopore DNA analyzer has been successfully
developed.

IT1I. DNA-BASED MOLECULAR COMPUTING
A. Classification of DNA-Based Molecular Computing

Process in classic semiconductor-based computing is fac-
ing challenges, while Moore’s law in the electronic domain is
slowing down. While the past two decades, the rapid devel-
opment in bionanotechnology, including areas of materials,
fabrication and self-assembly, has resulted in a tremendous
improvement in the ability to manipulate molecules. This trend
provides the possibility of computing directly with molecules.
DNA-based molecular computing, as the major type, employs
DNA SDRs to implement complex computing tasks, whereas
classic computers implement silicon-based circuits fabricated
on chips. The SDRs is an exchange reaction between double-
stranded DNA (dsDNA) and its complementary ssDNA. Due
to the Watson—Crick complementary pairing structure, DNA,
with precisely predicted behavior, has proven to be an excel-
lent candidate for logic operating systems design [16]. Since
extraordinary information density on DNA strand, DNA com-
puting provides vast parallelism computing ability. Thus,
DNA-based molecular computing is regarded as promising
next-generation computing modalities.

In 1994, Adleman proposed the first DNA-based molec-
ular computer, which is designed to solve the seven-city
Hamiltonian path problem [4]. It breaks the shackles of the
classic computer architecture and found the first milestone
to design DNA-based computing. Its basic idea is to encode
the DNA strand sequence as an information carrier and per-
form SDRs under the control of catalyzing enzymes in a
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test tube as an implementation process booster. Inspired by
Adleman, several DNA-based molecular computing systems
have been designed and developed. These systems are clas-
sified by four types; followed by enzyme-free SDRs com-
puting [17]-[19], [26], enzyme-catalyzed SDRs [20], [27],
DNAzyme facilitated reactions [21], [22], and algorithmic
self-assembly of DNA structure [24].

Among the four types of approaches, the most simple are
enzyme-free SDRs computation systems [16]. The input and
output signals are in the same form, and all represented by
ssDNA. Thus, with the idea of mixing the input ssDNA and a
set of programmed dsDNA for displacement, a series of DNA
SDRs are directed by the toehold and a detectable ssDNA
output was produced [25].

The majority of DNA computing designs are enzyme-
catalyzed SDRs, which are aiming to boost the displacement
reactions. Although the high information capacity of DNA
sequence within the SDRs operation provides massively par-
allel processing, SDRs are extremely slow compared with
classic semiconductor-based computing. For example, in 2011,
it required several hours to perform one logic gate opera-
tion using seesaw gate strategy SDRs [26]. Therefore, before
DNA computing is useful to large-scale implementation, SDRs
must be accelerated. For example, in [27], with the cationic
copolymer, SDRs operation times are markedly reduced from
hours to minutes. Meanwhile, it shows the potential to fur-
ther boosting the speed of DNA logic gate operations with the
copolymer.

The third type of DNA computing employs DNAzyme facil-
itated reactions to perform a set of Boolean logic functions.
Since any more complex arbitrary Boolean operation, such as
XOR, NAND, ANDNOT can be expressed as a combination of
basic operations, such as YES, NOT, AND, and OR functions.
DNAzymes, known as a library of catalytic nucleic acids,
are the basic elements combined to perform inhibit functions.
According to [22], these inhibitory agents are widely used in
various experimental environments of disease therapies, such
as cancer, HIV and other viral infections. From a broader per-
spective, DNA computing based on Boolean operations has
great potential and can be used to describe programmable
functions in biomedical devices, which may be susceptible to
cancer markers and external stimuli (such as light or mag-
netic fields) [23]. Thus, it will be necessary to develop a
library of DNAzyme-based computing elements to implement
more complex operation function. In [21], it reports the con-
struction of a DNA-based computing system to perform basic
logic gates that use a library of DNAzymes, and their sub-
strates. To solve elimination of leakage, it usually designed
a caged substrate to protect the output DNA strand until the
DNAzyme is released [21]. Later, in 2013, [19] presents a new
programmable DNAzyme library in a cell environment, which
is composed of a variety of Boolean logic gates, and even a
3-input-AND gate. It also demonstrates the ability to operate
logic gates in living mammalian cells [22].

The last types of DNA computing employ self-assembly
structure of DNA. In general, the same starting material may
form an infinite number of different structures. While the
information in seed molecule can determine the direction and
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Fig. 2. Design of 10-23 DNAzyme Dz13.

when and where to grow [24]. As demonstrated by the pro-
gramable self-assembly of DNA tiles, the phenomena have
the potential to be implement in growth of more complex
molecular structures. In [24], it introduces a programmable
DNA origami seed which can display 32 different binding
sites. This origami self-assembly reactions involves up to
300 DNA strands containing more than 17 kb of sequence
information [24]. However, the major challenge is the lack
of the reliable and effective seeds in the algorithmic crystals.
Thus, it demonstrates the potential route toward DNA-based
self-assembly fabrication that the easy, reliable, and high-
productive growth of algorithmic crystals enables with DNA
seeds.

B. Logic Gates Design of DNA Computing

The biological processes regarding medical disorders are
extremely sophisticated, which requires complex nonlinear
functions for precise mathematical description [23]. However,
in practice we have to simplify the performance to the binary
1/0 behavior, due to significant differences with different
patients. For instance, It is nature to employ the threshold to
distinguish the two ranges cancer marker: 1) the safe level (0)
and 2) the dangerous level (1), rather than the precisely con-
centration of cancer markers. Boolean logic gates operate the
basic functions YES, NOT, AND, and OR functions to per-
form more complex computing tasks. Thus, logic gates design
plays a dominating roll in DNA-based Molecular computing,
which rely on DNA SDRs. Different SDRs provides a vari-
ety of design for a library of logic gates. In addition, a set
of more complex intelligent toolboxes are developed based on
logic gates design of DNA computing.

Here, we introduce the results of a set of logic gates design
by DNAzyme library in [22]. The reaction operations are only
performed by three basic mechanisms, as illustrated in Fig. 2.

1) The DNAzyme is split in the core catalytic region.
So that only with the presence of appropriate
input molecule, the subcomponents forms a complete
DNAzyme complex.

2) Use a stem-loop structure to fix the DNAzyme arm.
So that when the appropriate input exits stem-loop is
uncaged.

3) Toe exchange reaction requires a long hybridization
time, as it will change the conformation of the com-
ponents when input molecule presents.

Fig. 3 illustrates the process to form the YES gate. When
there is only one input molecule, a simple “YES” gate is acti-
vated. According to the previous design [21], DNAzyme is
divided into two parts in the catalytic core region. Only when
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the appropriate input molecule is present, these two parts are
combined to form a complete DNAzyme complex, and RNA
cleavage occurs, which is resulting in a “True” output.

Fig. 4 presents the demonstration of AND gates. To form
an AND gate, it consists of an additional binding loop and a
cage sequence in a stem-loop structure. The binding loop is
the complementary sequence of input B (the purple strand in
the Fig. 4) and followed by a cage sequence (the yellow part)
which is complementary to the DNAzyme. When the input
B occurs, the arm is in the state of uncaged and accept the
first input A which connects the two subcomponents, since it is
conducive to an open construction. Only when the presence of
both input A and B, a complete DNAzyme complex is formed
to operate AND gates.

As the basic logic gates in this library, the demonstration
of NOT gate is shown in Fig. 5. In order to realize the NOT
gate, it implements MNAzyme’s components to add an addi-
tional strand (the second purple one), which contains the input
complementary sequence. When the input is present, it bonds
to the complementary sequence, as the reverse of input, the
MNAzyme’s components are separated. And this process is
resulting in a “False” output.

AS shown in Fig. 6, To form a OR gate, two YES gates are
implemented in parallel based on two different inputs.

With the design of basic Boolean gates, including YES,
AND, NOT and OR gates, more complex gates, which
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combines two or more basic gates, as the extension of logic
gates library. As shown in Fig. 7, the ANDNOT gate combines
the AND and NOT gates. When input A and B are present
together, the input B bonds to the complementary sequence,
resulting in the presence of input A and the reverse of input
B, which means a “False” output.

As shown in Fig. 8, the NAND gate is combines two NOT
gates with two different inputs. As a consequence, the two
gates are inactive only when input A and B are present
together.

As the NOR gate is the inverse of AND gate, we can find
the difference between Figs. 4 and 9. When either one input
is present, resulting in disassembling the complete DNAzyme
complex, which means a “False” output.

As shown in Fig. 10, the XOR gate combines two ANDNOT
gates. When there is any input, it will activate the subgates,
but also break the orthogonal subgates by combining with its
complement sequence of inputs.

Finally, as shown in Fig. 11, it extends its library to sup-
port 3 inputs. The 3-input-AND gate is operating AND gates
with the MNAzymes, in which both arms are caged. Only
when all 3 inputs are present, resulting in forming a complete
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DNAzyme complex by breaking the cages on the left and right
side, which means a “True” output.

Besides this design of logic gates library, a new three-input
logic gate and multiple-input logic circuit were introduced
in [19]. A few more complicated computing circuit includ-
ing binary square root and neural memory mimicry have
been demonstrated available using SDRs. The most encour-
aging breakthrough in [28], 7 years later in 2020, an SDR-
based DNA digital switching circuits (DSCs) are developed
for implementing digital computing. This work demonstrates
that the arbitrary Boolean functions can be represented by
DSCs and shows the potential in designing molecular dig-
ital switches with high speed. This contribution minimizes
the gap between high-bandwidth digital communication and
biomolecules devices. With the encouraging development of
DNA-based Boolean logic gates design over the last decades,
our expectation of next-generation DNA computing is gradu-
ally clear.

C. Practical Considerations and Application

The major advantages of DNA computing consists of four
aspect.

1) Massive parallelism of DNA strand.

2) Watson—Crick Complementary pairing.

3) Exceptional energy efficiency.

4) Environment friendly in biologic system.

However, due to the SDRs of DNA computing, the disad-
vantages is obvious compared with classic computing.

1) Reaction time is relatively long, ranging from minutes

to hours.

2) Relatively expensive.

Thus, it is not suitable for frequent serial computing. In the
parlance of today’s IT community, cold data is data that is
not frequently accessed or actively used. It is perfect to get
collected and stored for a long time in DNA storage without
being retrieved, analyzed or transferred to another part of the
system in low frequency. In [29], it cryptanalyzes the image
encryption algorithm based on DNA computing by combining
the chaotic map and recognizes its weaknesses. This proposed
scheme has proven a enhanced strength in modifying color
maps. In the past few years, researchers have proposed many
encryption schemes based on obfuscation and diffusion [30].
In the diffusion part, the scheme uses DNA computation as it
is reversible. These works demonstrate the potential of DNA
computing in cryptography and imaging processes.

Another potential application scenario is the advanced ther-
anostic intergraded with DNA or molecular computing [23]. In
the last decades, a lot of research work, regarding biomedicine,
has focused on the design of the properties and behavior of
nanomaterials can be programable. The development of DNA
computing in drug delivery systems is represented by the
concept of nanomedicine that can achieve logical gated target-
ing, sensing, imaging and therapy [23]. In [23], it summaries
three types of the potential applications based on logic-gates,
including selective targeting, nanoparticles design for sens-
ing, imaging and detection tasks and last type design for
therapeutic tasks.

In 2016, [32] has demonstrated the ability to perform com-
plex synthetic genetic programs task on continuous environ-
mental signals in living cells, which involve analog and digital
information processing. Inspired by this work, hybrid biosemi-
conductor systems has shown the great potential in key appli-
cations with significant scientific and economic impact [31].
DNA computing with its unique features will play an important
role in the development of hybrid biosemiconductor systems
design.

IV. DNA-BASED MOLECULAR STORAGE

The past decade has witnessed the rapid development of
storage technologies for data information, thanks to the grad-
ually digitalization of the whole world. The storage media has
been updated for several generations, dating from the orig-
inal punched tape, magnetic tape, to the modern hard disk
and flash memory. An ideal storage system should have the
characteristics of low read/write latency, high throughput as
well as high reliability, which is efficient to be in line with
the requirement of other services, for the instance, computing
and communication. Recently, the rapidly increasing global
information volumn is posing a challenge on the current stor-
age technologies of portable hard disk, USB flash memory or
integrated circuit, which are exposing the deficiencies of short
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Fig. 12.  Working principle of DNA-based storage.

storage lifetime, low stability and environmental pollution.
Therefore, DNA-based molecular storage has been thought of
as a key technology in the future to cope with these intractable
problems.

A. Characteristics of DNA-Based Molecular Storage

DNA is responsible for storing genetic information of var-
ious kinds of organisms in the world, by synthetising specific
nucleobase sequences in the double strand. Inspired by the
biological technology, we are attempting to store our data
information, e.g., an image, a record or a video, into DNA by
exploiting the tremendous genetic diversity of DNA sequences.
Compared with the traditional storage technologies, DNA-
based molecular storage has the following characteristics.

Long Storage Lifetime: The lifetime of this article-based
storage is hundreds of years, while that of stone-based storage
could be thousands of years. As for the DNA-based storage, if
the storage medium were kept in the dark, dry and cold enviro-
ment, the lifetime could be as long as thousands of years [33].
Moreover, in [34], the experimental results show that the dehy-
drated DNA can maintain its primary and secondary structure
for a long time which beyonds the most actual requirements
of conservation, validating that DNA is an ideal medium for
the long-term storage in room-temperature.

High Stability: DNA is composed of four kinds of nucle-
obase (A, G, C, T), each of which has stable chemical
properties and is prevented from chemical reaction with sur-
roundings. Meanwhile, the double strands are also built in
DNA by the nucleotide pairing to guarantee the correctness
in replication and transcription. The unique structure of DNA
results in a lower loss ratio of data information and a higher
stability.

High Storage Capacity: DNA is considered as an ideal stor-
age media, especially due to its high capacity, since the whole
genetic information of organisms all over the world is stored

by this approach. A unit of DNA may have the storage capacity
of 200PB, which is the same capacity as 0.1 million portable
hard disks. According to the statistics, only three boxes of
DNA are required to store the whole data information all over
the world.

High Replicability: The DNA sequence, which carries the
data information of an image, a record or a video, is able to be
inserted into the gene of a bacteria, without causing adverse
physiological impact. By the aid of the reproductive charac-
teristics of microorganisms, enormous amount of repetitions
are produced without any artificial manipulation, which saves
lots of labor cost.

Environmental Friendly: As DNA is ubiquitous in nature
environment, the zero-pollution feature is a huge advantage
compared with other existing storage technologies.

B. Working Principle

The working principle of DNA-based storage is illustrated
in Fig. 12. First, the data compression is responsible for com-
pressing the source files (a record, an image, a video or others)
into less bits by Huffman coding or fountain coding. Then,
the redundant error correction bits are inserted, in order to
alleviate the impact caused by possible errors during DNA-
based storage. Nucleobase coding is indispensible for the DNA
storing process, since it provides an appropriate mapping rule
between binary files and nucleobase sequences. After insert-
ing some primers into the head of each short DNA strand,
the data information is stored into DNA by splicing these
short strands into a longer one. The primer is responsible for
information retrieving in a vast data archive. Using the tech-
nology of polymerase chain reaction (PCR), random access is
realized by amplifying the strands in the DNA pool, who have
the same primers as the target ones. Then, the information in
nucleobase sequence is obtained by DNA sequencing, either
using the Illumina sequencing technology or the nanopore
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TABLE I
MAPPING RULE OF TERNARY NUCLEOBASE CODING

Previous Ternary digital encodes
Nucleobase 0 1 2
A C G T
C G T A
G T A C
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sequencing technology. Finally, the source files are recovered
after the DNA decoding and data decompression. In the next
part, we select some key technologies in the working principle
for detailed explanation.

1) DNA Encoding: DNA encoding consists of two parts,
namely error correction coding and nucleobase coding. Error
correction coding has the same function as that in traditional
wireless communications, which inserts redundant bits after
original data information for the sake of detecting and correct-
ing potential errors. Low-density parity-check (LDPC) code,
along with reed-solomon (RS) code, are two candidates to effi-
ciently cope with the inevitable errors caused by DNA storage
process.

In order to store data information in DNA strands, a map-
ping rule between binary files and nucleobase sequences
is essential, which is the function of nucleobase coding.
Three different kinds of approaches for nucleobase coding
are proposed, namely, binary coding, ternary coding, and
quaternary coding.

1) In the binary nucleobase coding, each binary bit corre-

sponds to two kinds of nucleobases. For an instance,
the nucleobases “A” and “G” represent the bit “0,”
while the nucleobase “C” and “T” represent the bit “1.”
By following these mapping rule, the input binary file
“100110011” is encoded as “CAGTCAGTC.”

2) In the ternary nucleobase coding, the current coded
nucleobase is also correlated with the previous one in
the DNA strands. An example of ternary coding table is
examplified in Table 1.

3) Quaternary nucleobase coding is the most efficient
approach, since each kind of nucleobase carries spe-
cific information. For an instance, the data bits “00,”
“01,” “10,” “11” could be encoded as “A,” “G,” “C,’
“T,” respectively.

Moreover, since DNA homopolymer and a high-content of
“C” and “G” nucleobases may cause adverse impacts to
DNA synthesis, an approximate DNA encoding method is also
indispensible for DNA-based storage.

2) DNA Synthesis: DNA synthesis is the process to link
the encoded nucleobase together into a double strand. Due
to the exclusivity and susceptibility, DNA synthesis is always
operated manually outside the organisms. Meanwhile, short
DNA strands are considered as the carrier of data information,
since they have better performance on error rate compared with
longer DNA strands. For the sake of information retrieving,
primers are inserted as the head of each short DNA strands,
before they are spliced into a longer one.

3) Random Access: Random access is indispensible in
DNA-based storage, since it’s impractical for us to retrieve

target data information in a vast data archive. After the DNA
synthesis, the preassigned primers are allocated for every DNA
short strand carrying specific data information. Then, PCR
technology is adopted to amplify the DNA strands in the DNA
pool who have the same primer as the target one. A new DNA
pool is built after PCR, where exist many duplicates of target
DNA strands as well as a few of irrelated DNA strands. Since
efficient error correction coding is responsible to cope with this
problem, this may not degrade the efficiency of DNA-based
storage. Although PCR is a promising approach for random
access, it’s impractical to store the whole data information into
a single DNA pool, since it may be more time-wasting. An
ideal approach is to store the data information into a DNA
library, which contains of multi pools. The whole data can
be divided into several data segments, and the data segments
can be classified into different DNA pools according to the
segment’s address in the whole information chain. Then, the
double-layered indexing is designed, where a target DNA pool
is first selected accroding to the segment’s address before
amplifying the target DNA strands using PCR.

C. Recent Advance and Practical Consideration

A lot of experiments have been done during the past
decade. In 2013, Goldman et al. [33] successfully encoded
739 kB message into DNA molecules by using a new encoding
method, while data of 200Mb was written into DNA molecules
by University of Washington [35] in 2016. However, since
DNA synthesis and sequencing have a considerable latency,
the effectiveness could not reach the fairly high level as
flash memory during the process of writing or reading. Some
researchers are working on the random-access techniques to
improve its efficiency of DNA-based storage [36], and thus
new constrained coding techniques as well as DNA editing
techniques were proposed [39], [40].

In order to reduce the cost of DNA storage, researchers
are focusing on new techniques that help compress encoded
data and thus control the length of DNA strands. In 2017,
Erlich and Zielinski [38] introduced fountain codes to DNA
storage architecture, which effectively alleviated the redun-
dancy to 20.71% and greatly reduced the cost of DNA storage.
In 2019, Dimopoulou et al. [39] first introduced image com-
pression techniques into long-term DNA storage to reduce the
length of DNA strands.

As DNA strands need to be duplicated many times and
transferred via different channels, additional noise and DNA
mutation can occur while synthesizing and sequencing. For
example, in an experiment of Goldman, some data were lost
after recovered from DNA-based storage [33]. Blawat et al.
proposed a technique of forward error correction for DNA stor-
age in 2016 [40] to help correct erroneous DNA sequences.
Later, researchers from Israel Institute of Technology proposed
a method which could recreate the correct DNA strand out of
a set of erroneous sequences [41].

Inspite of the above-mentioned advantages compared with
tradition storage technology, some practical considerations
still pose the challenges on the development of DNA-based
storage.
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High Cost of DNA-Based Storage: Different with the tra-
ditional storage media, DNA-based storage requires more
precise and advanced technologies. The great cost lies in the
very high purity of reagents needed for synthesis. Therefore,
synthesizing high fidelity, long strand DNA, and then sequenc-
ing that back to recover the information involve quite a bit
of laboratory expertise and labor. However, the cost is com-
ing down recently, as the technology matures and progresses,
which indicated that it’s more close from the large scale of
application of DNA-based storage.

High Read/Write Latency: DNA synthesis and sequenc-
ing costs a lot of time, especially when the strand length
of DNA is very large. For an instance, retrieving data
information from DNA strands using a DNA sequencer is
a long process, which takes about 10 h. The resultant high
write/read latency degrades the efficiency of DNA-based
storage, when compared with other traditional storage tech-
nologies. However, high read/write throughput is competitive
to make up for the performance degradation caused by the
latency. Meanwhile, DNA-based storage is more suitable for
some latency-insensitive offline applications.

Reliability Requirement: Unique characteristics of DNA
results in the inevitable errors in synthesis and sequencing.
The error ratio could be up to 1% per position, which is
much higher than other technologies, for an instance, the
BER in wireless communications. The maximum strand length
should be constrained based on the current synthesis meth-
ods and technologies, which is approximately 150 nucleotides.
Moreover, effective and robust data compression method and
error correction techniques are also indispensible to make
DNA-based storage more stable.

Security Requirement: secuirity is the an urgent demand
for the iformation storage system. The data stored in the
DNA strands can be displayed in the form of A-T or C-
G base pairs. To make data more secure from potential
attack and embezzlement, DNA steganography and cryptog-
raphy has applied in the flied of cloud storage. For instance,
Murugan and Thilagavathy have proposed an encryption model
adding Zigzag pattern to imprve the security of cloud stor-
age [44]. To sum up, it is of great significance to propose a
reliable and efficient encryption method based on the DNA
characteristics.

V. DNA-BASED MOLECULAR COMMUNICATIONS

DNA-MC is an important means to complete point-to-point
communication in a specific environment. The transmitted
information is encoded into the DNA molecules using their
specific physical or biological characteristics, and the commu-
nication between transmitter (Tx) and receiver (Rx) is com-
pleted by the diffusion of the molecules. DNA has a special
double-strand structure that can store binary bit information
via base pairs sequence encoding. Moreover, the length of
DNA strands can also be applied to represent the specific
binary information in data transmission. Due to the application
of multiple characteristics (e.g., base pairs sequence, length,
motifis/labels) of DNA strands, using DNA as information car-
rier between nano-machines can improve the channel capacity
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to a certain extent. Besides, the simulation results show that
using DNA as information carrier in MC can partly reduce
the intersymbol interference (ISI) and interlink interference
(ILI) [2].

The DNA molecules are released into the body fluid envi-
ronment, and there are mainly two different scenarios, one is
relatively static humoral environment, and other is cardiocircu-
latory system. Specific molecular diffusion process stands for
the information transmission process actually. The movement
in former scenario can be characterized by the Brownian diffu-
sion, and the Brownian diffusion is referred to the movement
of small particles in a fluid medium, because of the colli-
sions between the small particles, the direction and velocity
of molecular motion at any time are random. It has clear
advantages that the movement almost cost no external energy,
and the diffusive situation can take place spontaneously in
the gases and liquid environment [59]. The later scenario
is usually refer to the molecular transmission in the blood
vessels. In addition to the basic diffusion, the complex molec-
ular movement in the blood vessels includes a positive drift
caused by the bloodstream, and the propagation delay can be
described as an inverse Gaussian distribution with two deter-
mining parameters, i.e., A (the shape parameter), u (the mean
of the propagation time). The channel parameter estimation
and analysis for the MC in the blood vessels are proposed
by Chen’s group [60]. In this article, the movement of each
molecule is regarded as the Brownian diffusion.

Based on the properties of this communication scheme, the
application of DNA as inforamtion carrier in the fields of
drug delivery, directional communications, water environment
detection, body fluid environment detection etc., has aroused
widely concern. Moreover, there are multiple application sce-
narios and the requirements of transceiver varies greatly in
different scenarios. Take body fluid environment analysis as
an example, in this part, the requirements of the design of Tx
and Rx are discussed as follows, and the properties of diffusive
channel in DNA-MC are briefly introduced as well.

A. Requirement and Its Difference From EM
Communications

1) Transmitter Requirements: In DNA-MC, the Tx end
needs to encode the binary information into DNA molecules,
and the information can be represented as the form of
a nucleotide bases sequence, length, release time, etc. Tx
releases the corresponding DNA molecule in predetermined
slot to reduce the interference between each kind of molecules.
Therefore, the Tx needs to have functional modules for edit-
ing, replacing, and cutting the DNA strands. In addition, the
container of information molecules and a continuous energy
source are also functional units that the Tx should have.
Currently, there are mainly two kinds of design ideas for the
Tx: 1) the physical controlled structure using nanomaterials
and 2) the bacterial structure transformed by biotechnol-
ogy. The first scheme is suitable for the coordinated control
of different nano-machines, and it is necessary to consider
how to maintain the sustainability of energy and information
molecules. The second scheme has good biocompatibility and
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has solved the problems of energy and molecule sustainability.
However, the bacteria construction that meet the requirements
is hard to materialize by biotechnology. The description of
each functional requirement on the Tx side is as follows.

Nanoscale Volume: DNA-MC is operating in body fluidic
environment, and to realize the properties of communicat-
ing with cells and capturing the Bioinformation more accu-
rately [49]. The Tx architecture should minimize the design
volume to nanoscale/microscale as far as possible [12].

Energy Consumption: Embedding battery into nanoma-
chines seems to be infeasible, and the solution to enable
nano-machines processing in body fluid environment con-
tinuously needs to be solved, and energy harvesting (EH)
module are currently proposed [12]. Reforming bacteria by
biotechnology satisfy the requirement of energy [50], but
allowing bacteria to respond regularly to communication tasks
is another point of consideration.

DNA Recognition and Editing: In DNA-MC, the Tx and Rx
transform information via the diffusion of DNA molecules, so
Tx should be capable of distinguishing the DNA base pairs.
As introduced above, the information can be encoded into
the multiple characteristics of DNA, such as bases sequence,
length, releasing slot, molecular concentration etc. An ideal
coding mechanism can utilize the multiple information of
DNA to encode information. Thus, Tx needs to be capable
of distinguishing DNA molecules and synchronous with Rx.
Moreover, to transfer instant messages, the Tx can equip the
DNA editing function module to add temporary information.

Molecule Sustainability: The nanoscale volume restriction
has introduced another important concern, that is the lim-
ited storage of DNA molecules. In DNA-MC system, if
the information molecules are exhausted, the system will
remain useless. Therefore, the replenishment rate of DNA
molecules has a huge impact on the system communica-
tion performance [55], [56]. The application of genetically
engineered bacteria which is capable of producing desired
proteins and DNA is a perfect solution of the sustainability
problem, and the molecule harvesting method is another ideal
scheme [57].

Biocompatibility: The nanomachines are operating in the
body fluidic environment, and it’s well known that the potential
toxicity of materials at nanoscale is nonnegligible. Therefore,
the biocompatibility of the whole system has been regarded as
an important and challenging issue in this field [12]. In addi-
tion to the biological toxicity, it has been proved that the body
immune reactions will reduce the lifetime of nanomachines,
and these risks can be removed by applying reforming bacteria
to the DNA-MC system [58].

Transmission Performance: Actual performance of Tx is a
crucial factor that should be considered when it comes to
design the structure of Tx. The main performance metrics
include unnecessary leakage, release rate, device diameter,
transmission range & delay, response time, etc. [12]. All these
metrics should be considered according to features of MC
system. An ideal Tx should minimize the effects of these
metrics to make communication flexible and efficient.

2) Receiver Requirements: Rx 1is designed for the
information collection and processing in the target. Because

the DNA molecules move randomly in the body fluidic
environment, the Rx should be capable of computing, detecting
and information storage individually. The detailed description
of functional requirements of Rx are introduced as follows.

Nanoscale Volume: Due to the actual requirements of DNA-
based communication, the Rx is supposed to receive the
information transmitted from the Tx or gene-engineered bac-
teria. In body fluidic environment, Rx in nanoscale/microscale
gains more flexibility.

DNA Recognition: DNA molecules is used as information
carrier in the communication process, so the Rx should be
capable of decoding the information embodied in the DNA
molecules. Currently, the emergence and development of
“biochip” makes it possible for this requirement to become a
reality. Lund et al. have proposed an amorphous silicon nanos-
tructure for the detection of pH and DNA hybridization [42],
and this structure can convert the DNA recognition and binding
events to electronic signals. Moreover, the recognition process
can be also accomplished by detecting the length of the DNA
chain, which can be realized through nanopores.

EH: Because of the limitation of Rx volume, it is not prac-
tical to embed the battery in the Rx, and the energy usage
of Rx must be considered and optimized. To accomplish the
long-term activities, the EH module is also an ideal method
in Rx end.

Continuous Operation: The body fluidic environment can be
described as a free diffusive model, and the DNA molecules
do Brownian motion in this environment. Transmission time
and distance do not satisfy the linear relationship, so the Rx
is ought to observe the diffusive channel continuously. In
this way, the system will get an optimal result of molecules
reception ratio [47].

3) Differences From EM Communications: In conventional
wireless communication system, the Tx encodes information
into the frequency, amplitude and phase of electromagnetic
signals. However, the traditional kind of system is not suitable
in the body fluid environment. Not only because the body fluid
environment may greatly shortens the transmission distance of
electromagnetic wave, but also the ideal wavelengths are longer
than the diameter of transmission ends, and this phenomenon
can lead to the severe diffraction. As aresult, DNA molecules are
chosen as the information carrier in MC scheme in nano-scale.
Compared with the conventional communication system, the
diffusion process means relatively low speed, uncertain location
and direction, and these features lead to a low arrival probability
in Rx side. Moreover, the persistence of different molecules
in body fluidic environment can causes signal noise remaining
in the channel. The detailed feature of diffusive channel will
be introduced in the following part.

B. Working Principle

As is shown in Fig. 13, the DNA-MC can be divided into 5
detailed steps: 1) encoding; 2) emission; 3) diffusion; 4) recep-
tion; and 5) decoding [59], and each subprocess has fully
combined the characteristics of DNA strands and MC systems.
This part is mainly based on the general cognition of DNA-
MC system, and some related variables and ICT assessment
indicators are also considered.
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Fig. 14. Base pairs sequence encoding scheme.

1) Encoding: DNA strands are consist of four kinds of
nucleobases (adenine [A], thymine [T], cytosine [C], and gua-
nine [G]), and it also has multiple characteristic information,
such as base pair sequence, length, proportion of base pairs,
etc. Because each base has four choices and the strands have
4N (N represents the number of base pairs) combinations, this
encoding scheme is qualified for large capacity information
transfer scenarios. Moreover, the different encoding schemes
will influence transmission performance to a great extent,
transmission capacity and computational complexity are often
two tradeoff options. Choosing a suitable encoding mode
based on the system requirements is very important. Following
are two widely used encoding methods in DNA-MC.

1) Base Pairs Sequencing Encoding: Tx is capable of
assembling the DNA fragments according to the pre-
determined method. Even though there are 4 types of
nucleobases, each of them always pair with another one,
that is A-T base pairs and C-G base pairs. Because the
double helix structure has two opposite directions, take
one strand encoding scheme into consideration, there are
four types of nucleobases, each nucleobase can represent
two bits of information. Such as “A” represents bits “00,”
“C” represents bits “01,” “G” represents bits “10,” and
“T” represents bits “11.” This kind of modulation greatly
increased the encoding efficiency, but the Rx must figure
out the right coded single strand. Otherwise, it will get
the completely wrong decoding information. For sim-
plification, the proposed system has adopted “base pair
encoding scheme,” that is “A-T” and “T-A” pairs repre-
sent the bits “1” samely, while “C-G” and “G-C” stands
for the bits “0.” The encoding method is described in
Fig. 14.

2) Length Encoding: In base pair sequence encoding
scheme, the transceiver should be capable of recogniz-
ing and editing the nucleobases, and it has increased
the design difficulty of Tx and Rx due to the limi-
tations of nano-volume and processing time. Another
desirable method is length encoding, and the detailed
encoding process is described in Fig. 15. On the con-
dition that the Tx transmits only one bit of information
per slot. For instance, 4 slots are required to transmit the
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information sequence “0110,” and the length of DNA
molecules sent at each time slot is different. As shown
in Fig. 15, the first bit “0” means that the Tx should not
the DNA molecules of 3 kilo base pairs (kbp), and the
second bit “1” means the Tx should release the DNA
molecules of 4.5 kbp at the second slot, etc. The Rx
determines the information of each bit by detecting the
length of the DNA molecules arriving at the receiving
end. Moreover, the number of different length molecules,
the length increment and the duration of each slot have
a significant influence on the system performance [2].
Thus, these parameters need to be optimized according
to the actual demands.

2) Emission: Assuming that the transmission is deployed in
1-D environment, and molecules can be treated as individual
points in the diffusion process. The diffusive rate of molecules
is depending on the molecules size and environment concentra-
tion, and the diffusive movement may cause wrong reception
in Rx side. Therefore, the emission of molecules should be
fixed in specific time slots, and the Tx only release one kind
of DNA molecules during one slot. If the Tx and Rx is syn-
chronized, Rx will receive the DNA packets one by one in
correct order. The transmission process become more clear in
this situation, and the wrong reception ratio surely will reduce
to some extent. Another point of consideration is the Tx is
supposed to avoid the leakage of molecules. Due to the sta-
ble biological characteristics of DNA strands, the information
molecules will exist in the fluidic environment for quite a long
time, and this phenomenon will introduce undesirable noise
and wrong reception in Rx side.

3) Diffusion: Diffusion is the main transport mode of
information molecules in the body fluid environment. After
DNA molecules are encoded and released in Tx side.
Molecules of nano-size move randomly in the environment of
liquid, which can be described as Brownian motion. Therefore,
the probability that the molecule will reach the point with a
distance of d after a time ¢ from the origin is [48], [51]

fd,n =

d *% t>0 (D)
———¢ x, > 0.
V4nDt
In the formula, D is the diffusion coefficient, and it is related
to the number of base pairs of DNA strands [43]

Dy, = 490um* - [n(bp)]~*72. 2)

Assume that the molecules are released at intervals of time
slot T , the arrival probability can be further described as
d 4

d, 1) = T ADL—(—DTs] 3)
/ JaDli— (= DILP.
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Here, T refers to the length of each slot, and the probabil-
ity of the ith packet arrives at the Rx within time ¢ can be
derived by calculating the integral of the formula. Because
of the randomness of Brownian motion, the diffusive channel
will disrupt the arrival sequence of information packages, and
it can greatly decrease receiving efficiency [46]. The Rx should
set up a suitable mechanism to ensure correct reception.

Moreover, mRNA can also be used for the communica-
tion part which can be an interesting direction to investigate
the communication ’chain reaction’ consist of "TDNA-mRNA-
protein (enzyme)-DNA’.

mRNA, the single strand message RNA, which is the
product of DNA transcription process associated with RNA
polymerase, is also an intriguing and fundamental compo-
nent of DNA-based computing and communication paradigm.
With similarity to DNA, mRNA, regarded as the input sig-
nal, is regulated by co-factor enzymes. For instance, benefiting
from hybridization chain reaction (HCR) of DNA ampli-
fication [52], mRNA is amplified massively deriving from
corresponding DNA domains, rusting an amplified signal.
Thus, mRNA is implemented as an activator or repressor in
DNA computing, which enhances or suppresses the rate of
gene transcription, respectively. According to [53], a synthe-
sis genetic current is established to mimic the dynamics of
an electrical circuit. The methodology of generating synthetic
gene networks is introduced to regulated the behavior of living
organisms [54].

Furthermore, A chain of reactions, involving three
processes, including transcription process from DNA to
mRNA, translation process from mRNA to enzymes proteins,
catalysis of enzymes back to DNA. Therefore, mRNA plays
a critical role in modulation process of enzyme reaction-
based MC. However, the research to date has tended to
focus on DNA-MC individually rather than the integrated
mRNA-DNA-MC.

4) Reception: Reception is the process of capturing the dif-
fusive molecules in Rx, and the reception ratio is a determined
factor of communication efficiency. Some special designs of
reception are trying to realize the error free reception. The
nanopore structure of Rx is utilized to improve the reception
efficiency [1]. Nanopores are designed based on the physical
characteristics of DNA molecules. The surface of nanopores
is charged, so the molecules which are negative charged can
pass through, and diameter of nanopores are predetermined
that each pore can only pass through one molecule. Due to
the diffusion characteristics of body fluidic environment. The
arrival time and probabilities are stochastic at the Rx side, and
there is always the situation that some nanopores are capturing
the molecules while others are not. Therefore, the number of
nanopores and releasing molecules can be optimized for the
communication performance.

5) Decoding: For the base pairs sequence encoding in
Tx, there is the corresponding decoding method in the Rx.
The decoding process in transferring biological information
into binary information by base pairs recognition technology.
One of the advantages of DNA as information carrier is the
stable double helix structure, and no specific error correc-
tion measures are introduced in the communication process,

the decoding accuracy at the Rx can nearly achieve 100%.
However, the phenomenon of nucleotides change into another
type also exist. The electromagnetic radiation, oxidizing agent,
etc. can play the role of mutagens which lead to mistaken
assembling and mutations in DNA-based packets.

For the DNA length encoding scheme, when the molecules
are pass the nanopores, the surface current will be blocked, and
the different strand length corresponds to the different blocking
time. The Rx can figure out each bit information according to
the current state. Due to the randomness of arrival time, the
Rx has set a decision threshold, if the number of detected
molecules of a certain length is greater than the threshold, the
corresponding bit will turn into “1.” Otherwise, it will remain
“«o

Because of the limitations of DNA strands length, the large
capacity information will be divided into dozens of DNA
molecules, and the molecules may not arrive in the right
order after the diffusion. Assuming that the Tx and Rx are
time synchronized, increasing the time interval of releasing
different molecules may eliminate the phenomenon of wrong
reception. Moreover, adding locating bits into the DNA pack-
ets to connect different DNA molecules is another solution,
but that is hard to materialize due to the bottleneck of DNA
editing technology. To sum up, more complex and innovative
system design will emerge if both the system design and the
biotechnology get developed in the long run.

C. Recent Advances

DNA-MC is a new interdisciplinary research field.
Compared with traditional MC, DNA as an information carrier
can effectively improve the information transmission rate and
reduce the ISI. In the design of communication system, how to
apply the multiple features of DNA molecules to MC system
is the focus of consideration now. According to the research
status in this field, several innovative ideas are found.

In [2], the length encoding scheme is introduced in the
MC system to realize high capacity communication between
nanomachines. In traditional MC system design, the process-
ing time in Rx is often neglected, but this encoding scheme
considers the effect of processing times which are related to
the DNA lengths. Furthermore, the processing time can be
used to distinguish different molecules in the Rx side, then
arrival probability of specific DNA molecules can be cacu-
lated. As is shown in the stimulation of ICT metrics, the length
encoding MC system can achieve capacity levels up to 6 bps.

In [59], the communication system has applied the base
pairs sequence encoding, the matching degree between arrival
order of DNA molecules and the released order has crucial
impacts on the channel capacity. Therefore, to analyse the ICT
metrics, the article define the observation window and focus
slot for evaluating whether the arrival packets are consistent
with the sending sequences. The window is the observation
time, and the focus slot is used for checking the order. Only
if the Rx receive the molecule which is released by the Tx
in focus slot, the DNA packet is transmitted successfully.
Therefore, the mutual information can be derived based on this
assumption. In this model, Sun et al. analyze the influence of
arrival order on channel capacity by mathematical derivation.
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D. Practical Considerations

The DNA-MC system design is on the theoretical level,
when we start to think about the implementation of the system:
1) the technical bottlenecks; 2) transmission performance; and
3) realization cost should be considered. This field is an
interdisciplinary research direction, and the achievements in
MC greatly depend on the development of related biotech-
nology. The existing biological and nano-material technology
gives us the basic design of the transceiver, but in order to
complete more complex communication tasks, there is still
a large space for improvement in the structure design. As is
known, DNA editing technology has become more and more
mature, but how to improve the processing speed of DNA
strand in the instant communication scenario is another point
of consideration.

In order to realize the large capacity transport properties
of DNA, some system indexes need to be optimized, such as
DNA strand length, length increment, number of nanopores,
transport distance, slot length, etc. These indicators often have
a significant impact on communication performance. However,
it is a tradeoff problem to improve the performance and the
difficulty of implementation. It is an ideal solution to set the
system parameters according to the actual needs of the system.

When considering the large-scale implementation of DNA-
MC systems, the actual cost evaluation is unavoidable.
According to existing DNA editing techniques, the cost of
synthesizing DNA is currently about $ 12400/MB [33]. Given
the high cost of synthesis and high latency of DNA writing
and reading, using DNA as information carrier is currently not
feasible. It takes a long time to accomplish the encoding and
decoding process via biotechnology. How to apply this tech-
nology to satisfy the instantaneity of communication is also a
heated point.

V1. FUTURE DIRECTIONS
A. Directional Communications

MC has numerous advantages, compared to electromag-
netic communication systems, in zero energy propagation,
robustness in challenging environments, information storage
capacity, and feasibility for intrabody system. However, it
has some defects, such as low data rates, high transmission
delay, and instability to the surrounding. When the propagation
occurs between Tx and Rx with a long distance, the robustness
of transmission would decline severely. Normally, it takes a
significant amount of time if more than few pum exists between
Tx and Rx. To improve the efficiency of propagation process,
the directional communication is necessary in MC. In some
special MC applications, such as targeting therapy of tumor,
it is very important to keep all drug molecules moving along
a fixed direction to the location of tumor cell. In the latest
research of MC, cancer cell detection or targeted drug deliv-
ery becomes a hot area as their great application future in the
directional MC.

A typical directional MC is based on Chemotaxis, as shown
in Fig. 16, the mobile node (i.e., nanomachine) could swim
toward to the direction of higher concentrations of preferred
chemical molecules (i.e., attractant), which are released by the

IEEE INTERNET OF THINGS JOURNAL, VOL. 9, NO. 2, JANUARY 15, 2022

Target Area

|

' Target |
- | O

& Mobile node |

Chemical molecule I

Fig. 16.

DNA

Fig. 17. Schematic of micromotor-based DNA sensing.

target, such as tumor cells. Taking advantage of this feature,
the artificial nanomachine can carry drugs to find the tumor
cells directionally, and release drugs around them. Many bac-
teria have the characteristic of Chemotaxis. E.coli is one of
bacteria with this characteristic, that can recognize more than
12 diverse attractants and the attractant concentration gradient
could be remembered though its short-term memory. E.coli
can select a favorite attractant to move to with a precise nav-
igation. E.coli gets the propulsion through its flagella, which
is a long tail-like appendage, to propel and rotate during the
process of the movement. Bacteria could move toward the
direction of higher attractant concentration due to the ability to
sense preferred attractants’ concentration gradient. There are
some literatures investigating the directional communication
based on chemotaxis. In [61], nanomachines who detect the
position of target are able to release some attractants around
the target, helping other nanomachines to find the area of tar-
get rapidly. In [62], two types of attractants are used to extend
the scope of concentration gradient, so that deep targets can
be detected using a decentralized rule. Much deeper works on
this field will be kept on studying in the future.

Due to some special characteristics, DNA could be
employed in directional communication. For instance, the
characteristic of active motion of nanomotors could be uti-
lized to detect the target DNA. We can use the signal of speed
change of nanomotor interacting with the target to estimate
the position of target. In [63], a jellyfish-like micromotor is
employed to detect the target DNA, as shown in Fig. 17. On
the dented surface of the micromotor, the catalase (a substance
carried in the hybrid DNA) is placed at first. When the tar-
get DNA is found, micromotors release the catalase to result
in slowing down on the motion speed of micromotor. Thus,
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we can detect the target DNA through recording the signal of
micromotor speed.

miRNAs detection is another significant application in clin-
ical cancer diagnosis. The change of miRNAs is related to
cancer initiation, so it is very important to real-time monitor
the miRNAs for cancer diagnosis and prognosis. Nanomotors
has the ability to recognize the target miRNA once its surface
is assembled with different biological molecules or receptors.
In [64], an interesting method is proposed to detect the target
miRNA-21 (a kind of endogenous content of the microRNA-
21) with intracellular “off-on” fluorescence. The target miRNA
can course displacement of the dyed ssDNA probe, and fluo-
rescence switches swiftly the state from “off” to “on.” Thus,
this nanomotor-based detecting method provides new ways to
detect target in directional MC.

As vast information can be encoded into the DNA strands,
it is foreseeable that DNA-based communication is high effi-
ciency interaction between nanomachines. This feature can be
used in cooperation among nanomachines to perform more
complicated tasks, such as group directional motion. MCs via
diffusion is delay-sensitive communications. Existing mod-
ulation schemes are not suitable to communicate between
nanomachines because of the serious delay. DNA-MC can
transmit a large amount of data each time by means of bacteria
carrying DNA with coded information. This function makes it
possible to cooperate between nanomachines in a complicated
nanonetwork topology and it could expend the directional
communication function from single molecule to a group of
molecules. Recently, more applications of bionano-machines
and the DNA-MC can be used in Internet of Nanothings
(IoNT) or Internet of Bio-Nanothings (IoBNT), especially in
the industrial and biomedical. One of them is that bionano-
machines are suggested as the communication scheme between
biological entities and their biocyber interfaces in IoBNT for
body health monitoring.

B. Joint Designs of DNA Coding and Addressing

Though much research work has been conducted on DNA-
based computing, data storage and MCs, they are often carried
out separately. Shah er al. have realized the necessity and
significance of combining DNA-based data storage into an
MC system [11] but did not provide a joint design. Rather
it presented a DNA-based modulation scheme, which only
focuses on the performances on communications but does not
take storage into account. It is obvious that there are many
common properties between storage and communication. For
instance, both data storage and communications require the
same process: coding. Storage coding is usually for error cor-
rection as the information stored in DNA may get eroded and
corrupted due to the influence of physical and chemical fac-
tors. Channel coding is compulsory for any communication
system to cope with unavoidable errors during transmission
as introduced by various interferences, such as interchannel
interference (ICI), ISI, etc. They are correlated and thus a joint
design has a great potential to lead to optimized solutions.

Another example is addressing, which is largely neglected
in the literature. Addressing is a common mechanism in

Electronics Molecules
Domain Domain
3310 DNA Synthesis b

Encode
Communication

DNA Sequencing

Decode

Fig. 18. Communication between electronics domain and molecules domain.

communication networks to identify a node (e.g., the famous
IP address) or a packet (e.g., TCP sequence number).
Meanwhile, this mechanism is also applicable to DNA-
MC networks. Addressing is equally needed in DNA-based
data storage systems to enable accurate random access of a
desired data in large sized DNA storage because it is infea-
sible to always start from the beginning to retrieve a piece
of information. It is worthwhile to investigate correlations
between these two types of addressing as this may result
in a streamlined addressing scheme across both storage and
communications. Furthermore, experimental work is encour-
aged to make sure the proposed scheme is easy to operate in
bioengineering sense.

C. Hybrid Molecular-Electronic Systems

Since the second industrial revolution, human has stepped
into the age of electricity and almost everything today is
directly or indirectly related to electronic things. While explor-
ing and exploiting molecular world, it can be very beneficial
if we can leverage both strengths of molecules and electron-
ics by hybridizing molecular domain with electronic domain.
For example, [65] envisions that DNA based computer could
plausibly be 103 times faster than the fastest current supercom-
puter, because of the utilization of advantageous properties
(faster speed, better energy efficiency and larger storage) of
DNA computing.

In 2019, University of Washington built a hybrid molecular-
electronic system model [1]. The key to the system is to use
DNA as storage medium and computing substrates. As data
and computing units both exist and float in solution, com-
putation can be done simultaneously and parallelly and thus
theoretically achieves infinite bandwidth. Similar conclusion
was obtained in [65], that such DNA-based computer system
could potentially utilize more processors than all electronic
computers in the world combined.

As with most heterogeneous system, the communication
between different parts is of vital importance. The commu-
nication within hybrid molecular-electronic system relies on
DNA synthesis(write) and sequencing(read). Fig. 18 Shows a
possible process of transferring data from electronic domain
to molecular domain and vice versa. Actually, the device
that connects the two domains is nano-machine. Many nano-
thing components have already been prototyped and tested.
However, there are still several challenges from the device
perspective that need to be addressed in order to realize a nano-
machine. On the other hand, from existing literature, the feasi-
ble communication technology is terahertz. Akyildiz et al. [66]
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described the application scenario of bionanothings network
and [67] points the challenges to use terahertz band in
Internet of Nano-Things. Although molecule domain is not as
precise as electronic domain, it can offer orders of magnitude
improvements of performance with its parallel operations and
extremely large throughput. However, the latency of sequenc-
ing DNA is another issue. It is proportional to the length of
DNA strand being sequenced, as discussed in [2], which used
nanopore to sequence DNA strand with latency taken into
account. In addition, the interfaces between two domains are
also limited. It is better to send a small amount of information
and make most work be done in parallel. This way, it just
acts like GPUs which compute parallelly and thus improve
the performance. In addition, by leveraging DNA SDRs, some
researchers have developed a novel DNA-based switching cir-
cuit that could work in molecular domains and do arbitrary
digital computing [28].

In reality, there are many existing constraints and there is
a long way to go to fully realize such hybrid systems. Both
the cost and delay of DNA reading/writing need to be reduced
to be practical and DNA computing is still being studied and
could not provide desired performance. In addition, the neces-
sary operations like DNA synthesis and sequencing are done
by human in a lab, but a real system need to be capable of
doing so automatically. Our current microfluidic technology
could not yet support such automation.

D. Cross-Function Molecular ICT System Architecture

Section III focuses on how to use DNA to design logic gates
in order to carry out calculation and processing. This is analo-
gous to a processor, or precisely the arithmetic and logic unit
(ALU) within a processor/central processing unit (CPU), in
the classical von-Neumann’s computer architecture. However,
as in a digital electronic computer, a DNA computer needs an
integration of DNA processor, DNA memory (or storage in
general) and DNA-enabled communications. This gives rise
to the need to discuss the interconnection of these three func-
tions that have been presented in the previous three sections,
computation, storage and communications.

We will start with a DNA computer (i.e., a cross-function
DNA ICT system in its own right) that follows the fundamen-
tal concepts of electronic computers, i.e., Turing machine and
von-Neumann architecture, as one major purpose of building
biological computers is to assist or even replace their coun-
terpart electronic computers. This will also give us a better
understanding of DNA computers. Then our discussions will
go beyond the boundary of current computer’s von-Neumann
architecture and explore the specialities of DNAs and its
impact on biocomputers and bio-ICT systems.

1) Following Turing Machine and von Neumann
Architecture: The current digital computation is funda-
mentally based on the computing model proposed by Alan
Turing in the 1930s [68], named as the Turing machine,
which defines the key concept of computability. This set up
the foundation for modern computation. Its basic procedure
is for a processor to take inputs, to carry out processing and
then to produce outputs. It does not mention stored programs
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and assumes unlimited memory. Von Neumann later proposed
the famous von-Neumann computer architecture [69] to fulfil
the type of computations described by the Turing Machine.
In addition to inputs, outputs and processing, this architecture
also introduces memory/storage to store processing programs,
data and execution status, as illustrated in Fig. 19(a).

In a direct comparison with these two key concepts in
electronic computers, we propose an equivalent DNA-based
computer as shown in Fig. 19(b). Not like its electronic coun-
terpart which can use only electronic signals, DNA-containing
biological units (such as cells) are able to input/output a
wide range of physical, chemical and biological signals and
information. For instance, blood pressure can be encoded as
a string of DNA. DNA computation, enabled by DNA pro-
cessors, is typically carried out in terms of enzyme-assisted
chemical reactions. These chemical reactions will generate
various combinations, out of which the wrong combinations
will be eliminated to get the right coding sequences (the right
answers). This process needs to involve synthetic biologi-
cal engineering, which applies engineering methods to living
things, such as bacteria, to provide new substrates for compu-
tation [70], rather than the traditional silicon used by electronic
devices. Depending on computation capability, DNA computa-
tion may involve from simple gene regulation, to metabolism
and to biological evolution [71].

DNA storage is responsible for storing programs and their
execution status in genetic information forms by synthetizing
specific nucleobase sequences in the DNA’s double strand.
Massive amount of information can be stored thanks to the
tremendous genetic diversity of DNA sequences. Metabolism
presents a volatile memory, while DNA sequences are able to
store information in a more stable fashion [71].

As illustrated and numbered in Fig. 19(b), DNA communi-
cations serve the following four purposes.

1) Data transfer between the input/output devices and the
DNA storage: input devices can take data from the stor-
age in addition to their own data and output devices can
store the generated data back into the storage.

2) Data transfer between input/output devices and the DNA
processor as they may not be connected directly.

3) Data transfer between the DNA processor and the DNA
storage: the processor may retrieve data from the storage
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to assist the ongoing processing and may (temporarily or
permanently) store its intermediary or final results back
into the storage.
4) Communications between different cells/biocomputers.
2) Going Beyond von Neumann Architecture: Fig. 19 pro-
vides a conceptual mapping from electronic computer to DNA
computer based on von Neumann architecture. Much research
on DNA-based computational models has been focused on
molecular emulation of logic gates and circuit models, as
presented in Section III of this article. However, this may fun-
damentally limit the types of functions that may be engineered
inside a cell as it does not exploit the inherent and diverse
features of DNAs and living things that are not available in
electronic machines. As a matter of fact, molecular computers
cannot compete again their electronic counterparts in terms
of speed and cost, at least given the foreseeable technologies.
We would argue, like the authors in [71], the real power of
DNA-based ICT systems, including computation, storage and
communications, lies in DNA’s inherent specialities, such as
analogue, parallel processing, low energy consumption, and
energy self-supply, e.g., cells can absorb ambient nutrition to
get energy), and stochastic nature. Exploring these features
will lead to a more powerful and promising DNA-enabled ICT
era.

VII. CONCLUSION

Much research work has been conducted on DNA-based
computing, data storage and MCs in recent years, par-
tially ignited by the rapid advancement of DNA engineer-
ing technologies. This article has provided an overview of
each from the following aspects: requirements and differ-
ences from current electronic-dominating technologies, their
working principles, recent advancement and practical con-
siderations. However, these three aspects of researches are
largely carried out in isolation. This article encourages a joint
design of them. For this purpose, this article has proposed a
molecular ICT system architecture with all its three compo-
nents underpinned by DNAs. The following future directions
of DNA-enabled molecular ICT have also been discussed
and their recent development being summarized: joint coding
for storage and communications, directional DNA commu-
nications, interfaces between molecular DNA systems and
electronic systems. It is the authors’ belief that DNA-based
molecular ICT systems will develop even more rapidly and in
a cross-function manner in the coming years.
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